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Biometrics Developments: BIPA & Beyond
By Mary Buckley Tobin*
Using biometrics can be an easy solution for companies to employ and solve a variety of
everyday tasks: clocking in and out of work; unlocking a phone; or authenticating
identities. The ease associated with swiping a fingerprint or using facial recognition is
not without risk, however. This article discusses recent developments in biometric
information privacy.
As companies across all industries continue to collect and utilize a wide range of
personal information, biometric data has become an increasingly popular identifier to
utilize in the workplace, especially for health care providers. For example, long term
care facilities are implementing biometric timekeeping systems for their employees,
and hospitals are using biometrics to identify their patients.
BIOMETRIC INFORMATION PRIVACY
Three states in the United States currently have statutes entirely dedicated entirely to
biometrics – Illinois, Washington, and Texas. The most stringent of the three is
Illinois’ Biometric Information Privacy Act (‘‘BIPA’’), which was recently interpreted
by the Illinois Supreme Court found that the plaintiff did not need to allege actual
harm in order to be considered an aggrieved party under the BIPA. Federal lawmakers
also have taken a recent interest in biometric privacy, a bill introduced in March would
require companies to obtain consent prior to sharing facial recognition data, and impose
a variety of other limitations on the use of facial recognition technology. Any company
collecting or using biometrics should be aware and monitoring legal developments to
understand the necessary compliance measures which may be required.
ILLINOIS’ BIOMETRIC INFORMATION PRIVACY ACT
BIPA is currently the most stringent statute in the nation regulating biometric
identifiers and information. It was enacted in response to the growing use and recognition that biometrics are unlike other unique identifiers, especially when used to access
finances or other sensitive information. BIPA does the following:


BIPA applies to any ‘‘Private entity,’’ which means any individual, partnership,
corporation, limited liability company, association, or other group, however
organized (excludes government agencies);

*

Mary Buckley Tobin is an associate in the Health Care Operations practice group at Polsinelli PC,
focusing her practice on regulatory issues affecting health care providers, including reimbursement, fraud
and abuse, and clinical research. She may be contacted at mtobin@polsinelli.com.
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Creates a private right of action for aggrieved persons, with damages ranging
from liquidated damages of $1,000 or actual damages for a negligent violation
(whichever is greater), to liquidated damages of $5,000 or actual damages for an
intentional or reckless violation (whichever is greater); and



Allows for attorney’s fees and litigation costs or other relief, including an
injunctive relief.

RECENT DEVELOPMENTS
In Rosenbach v. Six Flags, a plaintiff alleged that Six Flags improperly collected the
thumbprints of their son when he purchased a season pass for the theme park on a
school field trip. There were no allegations that the thumbprints were stolen or
misused, rather the complaint alleged Six Flags violated BIPA due to:
1. Not obtaining a written release before collecting biometric data;
2. Not informing that biometric data would be collected and stored, or for what
purpose; and
3. Not stating the length of time the biometric data would be kept or used.
Six Flags argued the plaintiff did not have a claim under BIPA because there were no
allegations of harm resulting from the collected thumbprints and, therefore, the plaintiff did not have standing as an ‘‘aggrieved person’’ under BIPA. Six Flags relied on an
Illinois appellate court decision that indicated a mere technical violation of BIPA alone
was not sufficient to pursue damages, but rather an injury or adverse effect must
actually be alleged.
However the Illinois Supreme Court rejected this argument, finding that an
‘‘aggrieved person’’ under BIPA does not need to have ‘‘sustained actual damage
beyond violation of his or her rights under the Act in order to bring an action
under it,’’ reasoning that the Illinois legislature enacted BIPA to safeguard biometric
privacy rights before they can be compromised.
This decision is important for companies collecting biometric data, as an increasing
number of companies elect to utilize biometric data to create efficiencies and improve
their services. An increasingly popular example is companies using biometrics for
timekeeping purposes so employees can clock in and out more accurately. Several
class action suits have been filed challenging this practice, including one currently
pending in federal court against Southwest Airlines. To that care, where employees are
challenging the airline’s requirement that employees clock in and out using their
fingerprints.
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PROPOSED FEDERAL LAW
Companies collecting biometric data should track federal legislation that may impact
their use of biometric information. The Commercial Facial Recognition Privacy Act,
introduced in March 2019, requires companies to first obtain consent prior to using
facial recognition technology, in addition to a variety of other measures to help
consumers maintain autonomy over their biometric data, specifically images of their
faces. Companies would also be required to:


Notify individuals when their facial recognition data is used or collected;



Provide, if contextually appropriate, where the individual can find more information about the use of facial recognition technology; and



Provide documentation and general information that explains the capabilities
and limitations of facial recognition technology in terms that individuals can
understand.

The legislation would also provide additional protection to individuals whose
biometric information is collected by prohibiting the use of facial recognition technology to discriminate against an end user in violation of applicable federal or state law.
Users of facial recognition technology would be prohibited from repurposing facial
recognition data for a purpose that is different from that initially presented to individuals, and also from sharing the data with unaffiliated third parties without consent.
KEY TAKEAWAYS
Using biometrics can be an easy solution for companies to employ and solve a variety
of everyday tasks: clocking in and out of work; unlocking a phone; or authenticating
identities. The ease associated with swiping a fingerprint or using facial recognition is
not without risk, however. Companies utilizing biometric technologies should balance
the benefits of utilizing this of technology against the burdens associated with legal
compliance in certain jurisdictions. In Illinois, this means:


Obtaining consent from individuals;



Developing a written policy establishing guidelines for the collection and
destruction of biometric data;



Establishing a retention schedule and guidelines for destroying biometric identifiers; and



Informing individuals not only of the collection, but also what collection is
being used for and how it is being retained (including the length of time that
biometric data is being stored).
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